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About this manual 
  
Intended Audience 

This manual is intended to guide System Administrators through the 
preparation and installation of the Movable Type platform.  To perform the 
tasks outlined in this manual, the System Administrator must be familiar with 
the following: 

 configuring web servers; 

 configuring file systems; 

 configuring databases; 

 CGI; and 

 Perl. 
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1  Minimum Technical Requirements 
  
 This chapter covers the following topics: 

 Hardware Requirements 

 System Requirements 
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1.1   Hardware Requirements 
 

The minimum recommendations for hardware are as follows: 

 1 GHz CPU; 

 512 MB RAM; 

 100 MB of available disk space for the application and 
dependencies. 

 

If the hardware you plan on using was purchased within the last three or four 
years, it should meet these minimum requirements. 

 

Note on Disk Space. The application itself may require up to 20 MB of disk 
space.  Please note however that this does not include the disk space required 
for your published weblog content.  The amount of disk space required for your 
published content will depend both on the number of weblogs you deploy and 
the amount of data published on each weblog. 
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1.2   System Requirements 
 
There are 5 basic system requirements to properly set up and use Movable 
Type, each of which requirement is detailed in this section: 

1.   A Web (HTTP) server that can run Perl CGI (Common Gateway 
Interface) scripts and optionally PHP scripts; 

2.   A working Perl installation; 

3.   A database supported by Movable Type;  

4.   An FTP client, shell (telnet or SSH) account or physical access to 
your web server; and 

5.   A web browser with JavaScript enabled 

 

Note on Installing Movable Type on a Windows Operating System: If you are 
planning on installing Movable Type on a Windows Operating System, you will 
be required to complete additional configurations not detailed in this Guide in 
order to meet the minimum System Requirements.  A more comprehensive 
document explaining how to configure IIS, set up ActiveState's ActivePerl and 
MySQL for use with Movable Type can be found at this address: 

http://www.sixapart.com/movabletype/docs/windows 

 

 

1.2.1  Web Server Requirements 
 

Architecture:   
Movable Type resides in one centralized location: the web server.  It is 
accessed by users through HTML pages viewed in a standard browser. It is 
written in the Perl programming language and can optionally produce dynamic 
content using PHP.  

 

Web Servers:  
Movable Type has been tested on the following web servers: 

 Apache 1.3x, Apache 2.x 

 Windows: IIS 5.x, IIS 6.x 

Movable Type may be compatible with additional web servers and/or older 
version of IIS, but only the versions listed above are officially supported by Six 
Apart. 

Note: Movable Type does not currently support execution under mod_perl with 
Apache 2.x. 

http://www.sixapart.com/movabletype/docs/windows
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Operating Systems:  
Movable Type has been tested on the following operating systems: 

 Windows 

 Linux 

 BSD Unix 

 Mac OS X 

  

Note:  Perl, PHP and web servers such as Apache HTTP Server are available for 
Unix-style operating systems such as Linux, BSDs and Mac OS X in addition to 
Windows. They are also freely available and offered by most Internet Service 
Providers (ISPs) today.  

Note:  If using Windows, Six Apart recommends Windows Server 2003 for 
deployment in staging, development, or production. Windows XP Professional 
can also be substituted for staging or development scenarios. 

 

 

Configuring to use mod_perl or FastCGI:   
To ensure optimal performance, Six Apart recommends running Movable Type 
using mod_perl 1.x or FastCGI.  Both provide performance improvements as 
they keep the application resident from one request to the next. 

 

FastCGI Configuration:   

If you‟re using FastC G I, Six Apart recom m ends installing m od_fastcgi 
for Apache. Download FastCGI for free from the following site:  
http://www.fastcgi.com/.  Once installed, follow these steps: 

 Associate the 'fastcgi-script' handler with an extension, such as: 

fcgi':  AddHandler fastcgi-script fcgi 

 Then, rename your *.cgi files to use that extension.  

 Finally, MT's configuration file should refer to the '.fcgi' 
extension files, as so:  AdminScript mt.fcgi 

 PHP 4.0.6 or greater is required if you are planning to use any 
of the dynamic publishing capabilities of Movable Type. 

 

mod_perl Configuration:   

Movable Type is compatible with mod_perl 1.x, an Apache server 
extension that keeps Perl in memory to make Perl applications run 
faster. If you have mod_perl installed, here is a sample configuration to 
use for Movable Type: 

<Perl> 
use lib '/file_path/to/mt/lib'; 
use lib '/file_path/to/mt/extlib'; 

http://www.fastcgi.com/
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</Perl> 
Alias /mt/mt-static /file_path/to/mt/mt-static 
PerlModule MT::App::CMS 
<Location /mt/app> 

    SetHandler perl-script 
    PerlHandler MT::App::CMS 
    PerlSetVar MTConfig /file_path/to/mt/mt-config.cgi 

</Location>  
 

In addition, add the following settings to your Movable Type 
configuration file (mt-config.cgi): 

# This should match the location of the 'Alias' specified 
# in the httpd configuration file. 
StaticWebPath http://www.example.com/mt/mt-static/ 
AdminScript /mt/app 

 

You can configure any of your Movable Type CGI scripts to run under 
mod_perl in this way. Each will require an additional "PerlModule" and 
"<Location>" block as shown above as well as a line in the Movable Type 
configuration file to specify the new location. Refer to the Movable 
Type configuration reference for the names of all of the "[...]Script" 
configuration settings available. 

 

 

 
1.2.2  Perl Installation Requirements 
 

Perl Version 5.8.1 
Movable Type supports Perl version 5.8.1 or above.  Movable Type will run on 
any platform that supports Perl version 5.6.1 or later, but only Perl version 
5.8.1 or above are officially supported by Six Apart.   

 

External (CPAN) Perl Modules 
Movable Type builds on the extensive open source foundation of the Perl 
community by utilizing external Perl modules. These modules are freely 
available open source software that can be obtained from the Comprehensive 
Perl Archive Network (CPAN) at this address: http://search.cpan.org/.  
Movable Type ships with all the required and optional CPAN modules that do 
not require compilation for your specific platform. 
 

 
 

http://search.cpan.org/
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1.2.3  Database Requirements 
   

Movable Type 3.3 supports the following database servers: 
 MySQL 4.x, MySQL 5.x 

 PostgreSQL 7.x, PostgreSQL 8.x 

 SQLite  

 BerkeleyDB  

Movable Type 3.3 may be compatible with other versions of these databases, 
but only the versions listed above are officially supported by Six Apart. 

 

Movable Type Enterprise supports the following database servers: 

 MySQL 4.x, MySQL 5.x 

 PostgreSQL 7.x, PostgreSQL 8.x 

 Oracle 10g or later  

Movable Type Enterprise may be compatible with other versions of these 
databases, but only the versions listed above are officially supported. 

 

Storage Requirements:   

Storage requirements will vary based on the number of weblogs deployed and 
whether you are publishing dynamically. Typical storage requirements range 
from 100 MB to 1 GB. 

 

1.2.4 File Transfer Requirements 
 
Movable Type requires an FTP (file transfer protocol) program to send the files 
from your computer to your server.  Advanced users with SSH or Telnet access 
can use the command-line tools they are familiar with for transferring files and 
configuring the system. 

 

 

1.2.5 Web Browser Requirements 
 

Movable Type uses a browser-based interface to access all of its functionality. 
This eliminates the need for additional software to be installed or maintained 
by each user of the system. We recommend using the latest version of the 
Firefox browser for best results. It is freely available at: 
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http://www.mozilla.org/products/firefox/ 

To begin using Movable Type, you need to log in so the system knows who you 
are. Your system administrator should have provided you with an address (URL) 
for your Movable Type homepage, a username and a password to log in.  

http://www.mozilla.org/products/firefox/
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2 Setup and File System Configuration 
  
 This chapter covers the following topics: 

 Preparing for a new installation 

 Configuring your installation 
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2.1   Preparing for a new Installation 

 
After verifying that all hardware and system requirements are met, follow the 
steps below to prepare for the installation of Moveable Type.  Each step will be 
further detailed in this Section 2.1. 

1.   Download and transfer the Movable Type software to the 
appropriate CGI directory on your web server; 

2.   Verify the script permissions; 

3.   Verify the system requirements; and 

4.   Install any additional required Perl modules 

 
2.1.1 Download and Transfer to CGI Directory 
 
Download the Distribution File. 
Download the latest Movable Type distribution file and transfer it to your web 
server. Unpack the software into your web server CGI directory. For example, 
if you had downloaded the Movable Type US English distribution with the CGI 
directory as your present working directory, you could use this command to 
unpack it:  tar xvfz /path/to/dist/like/MTE-1.0-en_US.tar.gz 

 

Rename the Subdirectory.   
The archive will create a like-named subdirectory such as MTE-1.0-en_US. It is 
recommended that you leave the system in its own subdirectory to make future 
management easier. Simply rename the created directory to something shorter 
and more memorable such as mt. You can do this with a command like: 

mv -f MTE-1.0-en_US mt 

 

Storing Static System Files. 

It is highly recommended that static system files be stored somewhere outside 
of any scripts directories. On some systems this is not even an option—  it is 
required. The static system files are contained in the mt-static directory. 

 

Note: Do not install Movable Type in your web documents root directory. This 
can lead to complications when publishing and can result in less security in 
some hosting environments. 
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2.1.2 Verify Permissions 

 
UNIX: Verify Script Permissions 
Permissions should be correctly set automatically, but it‟s good to double 
check before you proceed.  To run properly, all scripts (files ending with the 
.cgi extension) must have Read and Execute permission for all users. The owner 
of these files should be granted additional Write permissions. Use this 
command to set the proper permissions: 

chmod 755 *.cgi 

 

Windows: Assigning Appropriate Permissions 
By default, the user iusr_server (where server is the unique name of your 
machine) will not be assigned any permissions. You must add that user to the 
folder where you want Movable Type to execute and publish your weblog files. 

You can choose to grant the user full or limited controls.  At a minimum, you 
should grant the user the following permissions: 

 Modify 

 read and execute 

 list folder contents 

 read 

 write 

Once you've added those permissions to the dialog box, but before you click 
O K, go to “Advanced” on the “Security” tab and check the box under 
permissions that says "Replace permission entries on all child objects with 
entries shown here that apply to child objects." 

Then click “O K” to close that dialog, click “O K” again to apply the perm issions, 
and wait while Windows applies those settings. 
 
2.1.3 Verify System Requirements 
 
Run the „m t-check.cgi” script. 
You will also need to test your server for any third-party CPAN modules 
required by Movable Type.  Movable Type includes a script called 'mt-check.cgi' 
that can be used to conduct this test. To run this script, you will need to enter 
its URL in your browser. For example: 

 http://hostname/cgi-bin/mt/mt-check.cgi 
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CPAN Modules List. 
If the script runs successfully, a list of all required and optional Perl CPAN 
modules found will appear. If the script fails to run, check the script 
permissions to make sure it is allowed to run. 

 

 

2.1.4 Installing Required Perl Modules 
 

Before proceeding further, you must install any required Perl modules that the 
system requirement verification outlined in Section 2.1.3 has listed as lacking.   

Note:  All required modules can be found in the Perl CPAN repository (a library 
of free Perl extensions). 

 

 

Procedures for a UNIX Installation 
A „cpan‟ com m and line utility is the fastest w ay to install Perl modules from 
CPAN.  Installation for most modules will follow this pattern: 

cpan install <ModuleName> 

Example:  If you are required to install the “D BD ::m ysql” m odule, you  would 
use the following command: cpan install DBD::mysql  

Note:  You may be asked to configure the CPAN utility if you are running it for 
the first time.  You may also be asked to install other dependencies in order to 
install the requested module (in the example above, you may be asked to 
install the “D BI” m odule, since the D BD ::m ysql m odule is dependent on the 
“D BI” m odule). 

 

Procedures for a Windows Installation 
W ith ActiveState Perl installed on your server, a „ppm ‟ (Perl Package M anager) 
command line utility is the fastest way to install Perl modules from CPAN. After 
running the Perl Package Manager (from the ActiveState Perl program group in 
your Windows start menu), installation for most modules will follow this 
pattern: 

ppm> install <ModuleName> 

Example: If you are required to install the “D BD ::m ysql” m odule, use the 
following com m and (w ith the Perl Package M anager, replace all „::‟ w ith „-„ 
when identifying package names):  ppm> install DBD-mysql 

 

Note:  You may be asked to install other dependencies in order to install the 
requested m odule (in the exam ple given, it m ay ask to install the “D BI” 
module, since the DBD::mysql module is dependent on the “D BI” m odule). 
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Using .pl for script extensions.   

Follow these steps to use .pl for the default Movable Type files: 

 Rename all mt*.cgi files to use .pl (except for mt-config.cgi as this 
file is not actually an executable script.  Movable Type cannot find 
it unless it is named with a .cgi extension. 

 Update your mt-config.cgi to recognize the new script names by 
adding these directives: 

 AdminScript mt.pl 

 CommentScript mt-comments.pl 

 TrackbackScript mt-tb.pl 

 SearchScript mt-search.pl 

 XMLRPCScript mt-xmlrpc.pl 

 ViewScript mt-view.pl 

 ActivityFeedScript mt-feed.pl 

 If you are working via FTP, save the file and upload it back to your 
server in ASCII mode. 

Note:  Rather than using .pl extensions, we recommend that you configure 
Windows to use .cgi for Perl scripts.  Some plugins have configuration URLs 
which use .cgi extensions, and these links will not work unless the server is 
configured to recognize the file extension as a valid Perl script. 
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2.2   Configuring Your Installation 
 
Configuration directives define the baseline information Movable Type needs to 
run in any given environment. These should not be confused with the system 
and weblog settings accessed through the Movable Type interface. The 
configuration contains only the basic information that Movable Type needs to 
get running. 

The steps below outline the basic configuration each installation requires to 
get running.  In addition, you may want to configure Movable Type to integrate 
with either LDAP or your mail server.  Each step is further detailed in this 
Section 2.2. 

1.  Open mt-config.cgi 

2.  Configure the CGI path 

3.  Configure your database options 

4.  Integration with LDAP (Movable Type Enterprise only) 

5.  Configure your static system files 

 

 

 
2.2.1 Open mt-config.cgi 
 

Movable Type's configuration is stored as a text file named mt-config.cgi.  This 
file can be found in the Movable Type application's directory. If this is your first 
time configuring the system, you can rename mt-config.cgi-original, a sample 
and annotated configuration, or you can create one from scratch. Open this file 
with a text editor such as Notepad, BBEdit or vi. 

 

 
2.2.2 Configuring the CGIPath 
 

Set the CGIPath Directive.   

Set the CGIPath directive with the URL of Movable Type without the script 
name. For example, if you are installing Movable Type in its own mt 
subdirectory under the CGI directory, and your site is 
http://www.example.com/, use: 

CGIPath http://www.example.com/cgi/mt/ 
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This directive will enable you to access Movable Type with the URL 
http://www.example.com/cgi/mt/mt.cgi. 

 

Specifying a Relative CGIPath Setting.   

You can select to specify a relative CGIPath setting without a specified domain: 

CGIPath /cgi/mt/ 

If you do specify a relative CGIPath setting, each domain should have a way to 
resolve any public-facing CGIs such as mt-comment.cgi, mt-tb.cgi, etc. 

With a relative CGIPath setting such as CGIPath /cgi/mt and a weblog 
configured w ith a Site U RL “http://blog.m ycom pany.com /”, M ovable Type w ill 
expect to find its C G I files at “http://blog.m ycom pany.com /cgi/m t/”. 

 

Separate CGI Path Location.   

Movable Type can also be configured to use a separate CGI path location for 
administrative and non-administrative scripts.  

M ovable Type‟s adm inistrative scripts include: 

mt.cgi 

mt-upgrade.cgi 

mt-atom.cgi 

mt-xmlrpc.cgi 

mt-feed.cgi 

mt-check.cgi 

Any third-party plugin CGIs 

 

M ovable Type‟s N on-administrative scripts include: 

mt-search.cgi 

mt-comments.cgi 

mt-tb.cgi 

mt-view.cgi 

mt-add-notify.cgi 

mt-send-entry.cgi 

 

To configure a separate CGI path for administrative scripts, use the following 
AdminCGIPath setting: 

AdminCGIPath https://admin.example.com/cgi/mt/ 

CGIPath http://www.example.com/cgi/mt/ 
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Using your web server configuration, the separate administrative CGI 
path can be further restricted to grant access only to a particular 
subnet or other criteria. 

 
 
2.2.3 Configuring Database Options 
 

Movable Type needs some information about your database setup in order to 
access your content and settings.  Make sure the user specified to connect to 
the database has sufficient rights and privileges to: 

 create and alter tables within the database; and 

 create and alter indices within the database. 

 

For MySQL 
 

Configuration Settings.  

The following Movable Type configuration settings are relevant to a 
MySQL installation: 

ObjectDriver DBI::mysql 

Database mt_database_name 

DBUser database_user 

DBPassword secret_password 

DBHost database_server_name_or_IP 

Following is a sample configuration: 

ObjectDriver DBI::mysql 

Database movabletype 

DBUser mt 

DBPassword ml5thiaj 

DBHost sql.example.com 

 

Creating a Movable Type Database.   

Movable Type cannot automatically create a database.  Therefore the 
database you specify must already exist. Movable Type will initialize 
the database by creating necessary tables and indices (see Section 3.1).   

To create a Movable Type database, use the MySQL 'mysqladmin' utility: 

mysqladmin create movabletype -u root 
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CPAN Modules.   

The following Perl CPAN modules are required for a MySQL installation: 

DBI 

DBD::mysql 

 

For PostgreSQL 
 

Configuration Settings.  

Configuring your system for PostgreSQL is identical to MySQL except for 
a PostgreSQL-only ObjectDriver value. The list of configuration settings 
for PostgreSQL are: 

ObjectDriver DBI::postgres 

Database [mt_database_name] 

DBUser [database_user] 

DBPassword [secret_password] 

DBHost [database_server_name_or_IP] 

DBPort [database_port_number] 

 

Creating a Movable Type Database.   

Movable Type cannot automatically create a database.  Therefore the 
database you specify must already exist. Movable Type will initialize 
the database by creating necessary tables and indices (see Section 3.1). 

To create a Movable Type database use the PostgreSQL "createdb" 
command: 

createdb movabletype 

 

CPAN Modules.   

The following Perl CPAN modules are required for a PostgresQL 
installation: 

DBI 

DBD::Pg 
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For Oracle 
Configuration Settings.  

To configure Movable Type to work with Oracle, you will need to add 
the following settings to your Movable Type configuration file (mt-
config.cgi). 

ObjectDriver DBI::oracle 

Database [mt_database_name] 

DBUser [database_user] 

DBPassword [secret_password] 

DBHost [database_server_name_or_IP] 

DBPort [database_port_number] 

 

Creating a Movable Type Database.   

Movable Type cannot automatically create a database.  Therefore the 
database you specify must already exist. Movable Type will initialize 
the database by creating necessary tables and indices (see Section 3.1). 

The only required settings for this driver are ObjectDriver, Database, 
DBUser and DBPassword. If unspecified, DBHost will default to 
'localhost' and DBPort will default to the default port number for Oracle 
(1521). 

For non-Windows installations, you will most likely need to set specific 
environment variables for Oracle. These can be configured in your 
Apache configuration file (either server-wide or for a particular virtual 
host) if mod_setenv is active: 

SetEnv ORACLE_HOME /path/to/oracle 

PassEnv ORACLE_HOME 

SetEnv LD_LIBRARY_PATH /path/to/oracle/lib 

PassEnv LD_LIBRARY_PATH 

The actual paths used will vary depending on your actual Oracle client 
installation. 

 

CPAN Modules.   

The following Perl CPAN modules are required for an Oracle 
installation: 

DBI 

DBD::Oracle 
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2.2.4 Integrating with LDAP 
 

To configure Movable Type to use your LDAP server, you must at a minimum 
specify the following settings in your MT configuration file (mt-config.cgi): 

AuthenticationModule LDAP 

AuthLDAPURL ldap://ldap.example.com/dc=example,dc=com 

The 'AuthLDAPURL' setting tells MT the hostname of your LDAP 
directory and the scope to use when browsing it. 

If your directory requires authentication in order to bind to it, you will 
additionally need to specify those credentials: 

AuthLDAPBindDN cn=[ldap_user],o=[example] 

AuthLDAPPassword [ldap_password] 

If you are using SASL-based authentication, you can specify the mechanism 
used with an additional configuration setting: 

AuthLDAPSASLMechanism [CRAM-MD5|DIGEST-
MD5|PLAIN|ANONYMOUS] 

Any number of mechanisms may be specified— just list them with a space in 
between each mechanism supported. 

 

Note: The LDAP authentication mode does not support a password recovery 
process through Movable Type itself. The option to do so is suppressed when MT 
is configured to use a LDAP directory. 

 

The following Perl CPAN modules are required for LDAP integration: 

Net::LDAP 

URI::ldap (included with Movable Type) 

 
2.2.5 Configuring Dynamic and Static Publishing 
 

Movable Type can be configured to publish files statically or dynamically.  

 

Dynamic Publishing 
 

To publish dynamically, you must meet the following prerequisites: 

 PHP must be installed on your server; and  

 PHP must be compiled with support for your selected database. 
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Dynamic publishing is configurable on a per-weblog basis via settings in your 
content management system. 

 

Note: If using Apache, M ovable Type‟s dynam ic publishing feature prefers the 
use of the mod_rewrite module to support this feature.   

 

 

To enable dynamic publishing 
To enable dynamic publishing, follow the steps outlined below: 

 On the Publishing tab of the blog's settings page, select 
whether to publish all of your archive templates 
dynamically or set your templates' publishing modes 
individually.  

 If you choose to set your tem plates‟ publishing m odes 
individually, you must specify individual templates to be 
published dynam ically via the “Build options” on the 
particular tem plate‟s editing screen.   

 Perform a full rebuild. 

 If the steps above failed to w ork, see “Troubleshooting 
D ynam ic Publishing” below . 

 

WARNING: If you choose to individually select templates for dynamic 
publishing, note that all tem plates except for the “D ynam ic Site Bootstrapper” 
(mtview.php) can be dynamically generated.  If this template if configured to 
be rendered dynamically, the dynamic publishing system will not work.  See 
the section below  on “H ow  the dynam ic publishing engine w orks” for m ore 
details. 

  

How the Dynamic Publishing Engine Works 
The dynamic publishing engine works by leveraging the web server's 
ability to respond to the absence of a requested page. In the case of 
the Apache webserver, this is done either via mod_rewrite or a custom 
error document directive located in the .htaccess file. In the case of 
Microsoft Internet Information Services (IIS), it is done using a custom 
error document for the blog's directory. 

In all cases, when web server cannot find the requested file, it is 
directed (via the .htaccess file or IIS custom error document setting) to 
serve up content from a the script, mtview.php. This script, known in 
the default templates as the "Dynamic Site Bootstrapper", handles the 
request and looks in Movable Type's internal file recordkeeping 
database for the requested URL. 
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If a record for the requested page is found, the content of the page is 
compiled on-the-fly and returned to the client. In addition, it is cached 
in the templates_c directory to eliminate this step for subsequent 
requests. 

If a record for the page is not found, Movable Type compiles the 
contents of the Dynamic Pages Error Template (found in the blog's 
System templates) and returns it to the client to inform them that the 
file could not be found. 

If a file exists on the webserver corresponding to the requested URL, 
the file will be served to the client and the dynamic publishing engine 
will never be called. This is why a full rebuild is required, during which 
all static files previously published by the templates you have chosen 
for dynamic publishing a moved aside by the appending of the string 
.static to the filename. 

 

Troubleshooting Dynamic Publishing  
Below are several causes why Dynamic Publishing may have failed:  

 

1.  .htaccess file already exists (Apache servers only) 

When the dynamic publishing option on the blog's Publishing 
settings page is enabled, Movable Type attempts to create an 
.htaccess file in the blog's site root directory. If however, one 
already existed in that location and contained custom content 
not produced by Movable Type, the application will not alter or 
replace the existing one.  

If this is the case, the easiest thing to do is to move the 
existing .htaccess file aside and repeat the steps above.  Once 
the system creates the necessary .htaccess file, you can then 
add the content of the previous .htaccess file at the top of the 
new file. 

 

2.  mtview.php template has been deleted 

On all supported webservers, the dynamic publishing engine 
requires the presence of the Dynamic Site Bootstrapper, 
mtview.php, in the blog's site root directory. Also, this 
template must be published statically by Movable Type in order 
to render other files dynamically. 

If this template has been deleted: 

 create a new index template; 

 set the Output File to mtview.php; 

 copy the following code into the template body; 

<?php 

    include('<$MTCGIServerPath$>/php/mt.php'); 
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    $mt = new MT(<$MTBlogID$>, '<$MTConfigFile$>'); 

    $mt->view(); 

?> 

 save and rebuild: 

This template must be rendered statically to work. 

 

3.  templates_c directory was not created 

On all supported webservers, the dynamic publishing engine 
requires the presence of the templates_c directory in the blog's 
site root directory. If the system did not create the 
templates_c directory when you configured the publishing 
options, you can create it yourself. It must have read, write 
and execute permissions for the webserver (this is usually 777 
or -rwxrwxrwx). 

 

 

Configuring the URL Path for the Static System Files 
 

Static files are resources such as style sheets, images and JavaScript libraries 
that are loaded by the browser in the process of presenting the Movable Type 
system interface. By default, Movable Type assumes the static files are in mt-
static, the same directory as your application in the distribution file. 

Note, however, that many System Administrators will shut down the ability of 
static files to be served from CGI directories such as the one where the 
Movable Type code would reside. This is a security precaution to avoid the 
potential of code being dumped to a browser screen, possibly revealing 
information such as passwords.  

Therefore, while theoretically optional, it's highly recommended that the 
StaticWebPath be set to a location outside of any scripts directory.  For 
example: 

StaticWebPath http://www.example.com/mt-static/ 

Upon saving the configuration file, Movable Type will be able to make use of 
the new settings. It is a good idea to keep a backup copy of your configuration 
in case it is overwritten or inadvertently changed. 



_____________________________________________________________________________________ 

Movable Type Enterprise Installation Guide                                                              Page 25 of 39      

 

3  Installation and Security 
  
 This chapter covers the following topics: 

 Initializing the Movable Type Database 

 Creating Additional Weblogs 

 Creating User Accounts 

 Managing Blog Security 
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3.1 Initializing the Movable Type Database 

 
3.1.1 Configuring a New Installation 
 

When accessing Movable Type for the first time, you will be presented with the 
"New Installation" screen (see Figure 1). Movable Type can tell that the 
database has not been configured yet and will prompt you for the user 
information necessary to create the System Administrator's account. 

 

Figure 1:  New Installation Screen  
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If Movable Type is configured to use LDAP, you must enter a valid LDAP 
username and password in order to proceed (see Figure 2). 

 

Figure 2:  LDAP Prompt  
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After clicking “Finish Install”, M ovable Type w ill initialize the database  (see 
Figure 3). 

 

Figure 3:  Initializing Database Screen  
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If your installation is successful and you have properly logged in, you will be 
presented with the M ovable Type “Main Menu” for screen (see Figure 4). 

 

Figure 4: Main Menu 

 
 

 
3.1.2 Configuring an Upgrade Installation 
 

Upgrading to Movable Type Enterprise from an existing Movable Type 
installation is an easy process.  Simply follow the steps below: 

 

WARNING:  We recommend that prior to commencing the upgrade, first make a 
backup of your existing Movable Type installation and database. 

 

 Install the Movable Type Enterprise files over your existing 
installation; 

 Once completed, access Movable Type through your browser. You 
will be presented with an "Upgrade" welcome page and instructions 
on how to proceed (see Figure 5); 

 Upon running the web-based upgrade process, your database should 
be updated to the Enterprise edition.  
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WARNING:  Make sure that no users are using Movable Type during the upgrade 
process.   

 

Figure 5:  Upgrade Welcome Screen 
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3.2 Creating Additional Weblogs 
 
One of your first administrative tasks will be to create weblogs. Only the 
System Administrator has the permission to create weblogs. To manage existing 
weblogs and create new ones, follow these steps: 

 Click on the “W eblogs” link from  the M ain M enu (listed under the 
“System  Shortcuts” heading).  You will be taken to a listing of all 
existing weblogs (see Figure 6).  For a new installation, the listing 
will look like Figure 6. 

 To create an additional w eblog, click the “C reate N ew  W eblog” 
link displayed above the weblog listing itself. You will be presented 
with a short form for entering the essential settings for creating 
the new weblog (see Figure 7). 

 After creating the weblog, you may want to customize it further. 
To do so, click on the “Settings” link on the left-hand navigation 
when accessing that particular weblog. 

 

Figure 6:  Weblog Listing Screen 
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Figure 7: Short Form Creating a New Weblog 

 

 

 
 
3.2.1 Basic Settings for Weblogs 
 

The basic settings for any weblog include (see Figure 7): 

1. Name 
2. Description (displayed as a subtitle with the default templates) 
3. Site URL (the base URL used to access the published weblog) 
4. Site Root (the base file system path where weblog files are published) 
5. Timezone (drives the date and time assignment for weblog records) 
6. Ownership (each weblog can be associated with one or more authors) 
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3.3 Creating User Accounts 
Creation of user accounts and management of their permissions is a role 
reserved for System Administrators only. 

Every user of the system must have a local user account in order to access 
Movable Type. Even if you have LDAP configured, a local user account must 
first be created before the user can login to Movable Type. 

If you are using LDAP integration, creating a user within Movable Type is 
primarily a matter of entering the LDAP username only. If a matching LDAP 
user is found, Movable Type will set up a local user account associated with 
that LDAP user record. 

For non-LDAP installations, the local user record is the only means of 
authentication, so you are responsible for setting their initial password in 
addition to their user name. Following the creation of the user account, you 
would then associate that user with any weblogs they should have access to. 

 

3.3.1 Bulk-Author Creation 
Creating hundreds or thousands of users and/or weblogs using the web-based 
interface alone would be tedious at best.  To ease this process, you can upload 
a CSV-formatted file that Movable Type then uses to create multiple user 
accounts as well as a weblog for each user. You will find this option under the 
“A uthors” listing screen w ith a link labeled “O pen Bulk Editing”. 

The file format is CSV and should have these columns: 

Field Description Example 

“register” The literal word 
“register” 

register 

Username The username for author jdoe 

Display name U ser‟s full nam e John Doe 

Email address U ser‟s em ail address john.doe@example.com 

Language U ser‟s language 
preference 

en-us 

Password* Initial password for user secret 

Password hint* Password hint/reminder  

Weblog name* Name for user weblog John D oe‟s W eblog 

Weblog description* Description for weblog  

Site URL* Site URL for weblog http://www.example.com/blog/jdoe/ 

Site Root* Site root path for weblog /var/www/html/blog/jdoe 

Timezone* Weblog timezone setting -0800 

* This field is optional and may be left blank. 
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Written altogether, this input record would look like this: 

register,jdoe,John Doe,john.doe@example.com,en-us,secret,, 
  Jo h n  D o e’s W eb lo g,,h ttp :/ / w w w .exam p le.co m / b lo g/ jd o e/ , 
  /var/www/html/blog/jdoe/,-0800 

(This is actually a single line of data; it is displayed here on multiple 
lines because of the width of this page.) 

If any of the weblog information is present, a new weblog will be created using 
the information provided. The user created will be assigned with weblog 
administration rights for the new weblog. 

 

 

Maintenance using Bulk Authors Editing  

It is also possible to do some basic user maintenance with the bulk author 
editing feature. In order to edit existing users, you can upload a file containing 
“update” records. The form at of these records is as follow s: 

 

Field Description Example 

“update” The literal w ord “update” update 

Username The username for existing record Jdoe 

New username* New username for this user johndoe 

Display name U ser‟s full nam e John Doe 

Email address U ser‟s em ail address John.doe@example.com 

Language U ser‟s language preference  en-us 

* This field is optional and may be left blank. 

 

Written altogether, this input record would look like this: 

update,jdoe,johndoe,John Doe,john.doe@example.com,en-us 
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Deleting Using Bulk Authors Editing 

It is also possible to delete users from the system using the bulk author editing 
feature. The format of the deletion records is as follows: 

Field Description Example 

“delete”  T he literal w ord “delete” delete 

Username The username for record to delete jdoe 

 

Written altogether, this input record would look like this: 

delete,jdoe 

Note that if you remove users from the system, it will not delete their weblogs 
or associated entries. It only removes their user record. 

You can also mix any of the three types of input records into a single file: 

delete,janesmith 
register,markscott,Mark Scott,markscott@example.com, 
  en-us,secret,,M ark Sco tt’s W eb lo g,, 
  http://www.example.com/blog/markscott/, 
  /var/www/html/blog/markscott/,-0800 
update,juliehill,juliethompson,Julie Thompson, 
  juliet@example.com,en-us 

mailto:juliet@example.com,en-us
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3.4 Managing Blog Security 
 

Common issues relating to security are discussed in this section. 

 

 
3.4.1 Script Security 
 

For Apache-based servers, we highly recommend running your CGI applications 
using suexec. This makes the CGI run under the account that holds ownership 
of the CGI files themselves. This should not be the root account, but an 
unprivileged account that has limited access to the web server. 

The suexec module is an optional modules that comes with Apache. Refer to 
the Apache documentation on how to configure and install support for suexec. 

 
Protecting Against Malicious Usage 
Configure your throttle controls. Movable Type has two key configuration 
settings (for the mt-config.cgi file):  

 ThrottleSeconds:  ThrottleSeconds prevents the same commenter 
(based on IP address) from commenting multiple times within a 
given time frame. The default window is 20 seconds, but this can 
be changed to a longer or shorter period.  

 OneHourMaxPings and OneDayMaxPings:  OneHourMaxPings and 
OneDayMaxPings places a cap on the total number of TrackBack 
pings your weblog will accept for publishing in the specified time 
period. Defaults for these are 10 per hour and 50 per day. You may 
want to increase these limits if you find you are hitting them 
through legitimate feedback. 

 

Use the mod_security Apache module to filter malicious attacks before they 
reach Movable Type. Cutting an attack off as early as possible in the HTTP 
request chain will save your server from launching multitudes of CGI 
subprocesses to handle them. mod_security is available from: 
 http://www.modsecurity.org/ 

 

A local Apache .htaccess file can be used to prevent access from particular IP 
addresses. For example, the following rules prevent access to the mt-tb.cgi and 
mt-comments.cgi scripts for a variety of reasons (this would go into a .htaccess 
file in the Movable Type directory itself): 

<FilesMatch "mt-(comments|tb).cgi"> 

RewriteCond %{REMOTE_ADDR} ^1\.2\.3\.4$ [OR] # specific IP 
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RewriteCond %{REMOTE_ADDR} ^1\.4\.      [OR] # subnet 

RewriteCond %{HTTP_USER_AGENT} SpamBot  [OR] # spam user agent 

RewriteCond %{HTTP_REFERER} !^https?://(www\.)?example\.com/ 

         # require valid example.com referrer 

RewriteRule ^ - [F,L] 

</FilesMatch> 

 
 
3.4.2 File Security 
 

When publishing files to the file system, Movable Type requires write access to 
the locations that it publishes to.  If MT is running under the web server 
account, perm issions for each w eblog‟s “Site Root” m ay have to be lax enough 
for the web server account to write files there.  If using the Apache web server 
and the suexec module, file permissions can be more restricted, since the 
Movable Type process is running with the same user account and/or group that 
has write permission for the directories being published to. If this is the case, 
you can add the following lines to the mt-config.cgi file: 

HTMLUmask 0113 
UploadUmask 0113 
DirUmask 002 
HTMLPerms 0664 
UploadPerms 0664 
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This grants read and write permission to the user and group that owns the files 
and read-only access to the world. 

 
 
3.4.3 Database Security 
 

After initial installation of Movable Type, you may want to change the database 
user account used to access to the database to an account that has more 
limited rights. This account would be used for day-to-day operation, and you 
would only use a fully privileged account for future upgrades. 

 

Note: Some third party plugins may expect a fully privileged connection to the 
database as they m ay m anage their ow n tables. C onsult each plugin‟s 
documentation regarding such requirements. 

 
 
3.4.4 Email Security 
 

Movable Type allows authors to send notifications to arbitrary email addresses 
to notify them when new content has been posted to their weblog. A malicious 
author could abuse this feature to send forged emails by altering their author 
profile's name and email address. You should only grant "Send Notifications" 
permission to responsible authors. 

You can control the "From" email address used for all outbound email using the 
"EmailAddressMain" configuration setting (in the mt-config.cgi file). If 
configured, this address is used for any outgoing email instead of the author's 
email address: 

EmailAddressMain server@example.com 

  

mailto:server@example.com
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4  Troubleshooting & Technical 
Support 

  
The Movable Type Knowledge Base is your first resource for troubleshooting 
installation and operation issues.  The knowledge base is available here: 

http://www.sixapart.com/movabletype/kb/ 

 

Common issues already documented in the knowledge base: 

 "500 Internal Server Error" from accessing CGI scripts 
 CGI Errors on Windows/IIS 
 "Unsupported Driver" error 
 Plugin Installation instructions 
 "500 Internal Server Error" when posting comments. 
 Combating Comment Spam 

 

If you are having difficulties with your installation and need technical 
assistance, connect to your Movable Type account at this address: 

https://secure.sixapart.com/t/account/ 

 

Once you are logged in, you can open a support ticket. 

 

http://www.sixapart.com/movabletype/kb/
https://secure.sixapart.com/t/account/

